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Automate policy and security at scale for your hybrid and multi-cloud Kubernetes deployments.

View documentation  (/anthos-con�g-management/docs) for this product.

Overview

Anthos Con�g Management

View
quickstart

 (https://console.cloud.google.com/marketplace/details/click-to-deploy-images/anthos-
sample-deployment)

https://cloud.google.com/anthos-config-management/docs
https://console.cloud.google.com/marketplace/details/click-to-deploy-images/anthos-sample-deployment
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Enabling rapid and secure application development can be challenging for

administrators working across a hybrid and multi-cloud container environment. With

Anthos Con�g Management, you can create a common con�guration across all your

infrastructure, including custom policies, and apply it both on-premises and across

clouds. Anthos Con�g Management evaluates changes and rolls them out to all

Kubernetes clusters so that your desired state is always re�ected.

De�ne and enforce policies across Kubernetes deployments

A central Git repository manages access-control policies like RBAC, resource quotas,

and namespaces, both on-premises and in the cloud. Anthos Con�g Management is

declarative; it continuously checks cluster state and applies the desired state to

enforce policies.

Put security guardrails in place

Administrators need to create a consistent environment that offers security by

default for developers. With Anthos Con�g Management, you can enable new teams

to get up and running quickly, knowing that the desired cluster con�gurations have

been applied.
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Maintain control over cluster sprawl

As Kubernetes deployments grow, teams are adding more clusters for use cases like

high availability, global coverage, and edge computing. But each new cluster means

new overhead in managing a separate set of con�gurations. Anthos Con�g

Management solves this problem by delivering a single, centralized place for multi-

cluster management.

Features

De�ne con�gs

Take advantage of a Git repository to create a common con�guration that can be

applied to the Kubernetes clusters in your �eet. You can manage con�guration for

any Kuberentes API, including policies for the Istio service mesh, resource quotas,

and access control policies.

Enforce con�gs

Roll out con�gs to clusters all over the globe, ensuring that your desired state is

quickly re�ected and actively maintained.
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Validation

Prevent pushing bad con�gurations with built-in validators that review every line of

code for valid syntax and conformance with custom policies—before it gets to your

repository.

Common con�guration formats

Easily migrate existing de�nitions with native Kubernetes con�guration formats, such

as YAML or JSON, to store your multi-cluster policies.

Bring the power of source control to con�g management

Stage your con�guration changes in separate branches, collaborate on code reviews,

and easily revert clusters to their last healthy state.

Customize environments

Flexibly con�gure different policies for groups of clusters or namespaces. For

example, you can apply different quota levels to staging versus production resources.

Apply custom rules

Write and apply custom rules not covered by native Kubernetes con�guration objects

to meet your organization’s unique security and compliance requirements. Custom

rules allow you to inspect updates to your Anthos infrastructure and reject changes

that don’t comply with your policies.

Active monitoring and auditing

Prevent con�guration drift with continuous monitoring of your cluster state, using the

declarative model to apply policies that enforce compliance. Continuously audit your
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Anthos environment to identify clusters that don’t follow your organization’s custom

rules.

A single place for resource con�guration

Manage the con�guration of Google Cloud resources and services, like Cloud Storage

or Identity and Access Management, from within Anthos Con�g Management

through its Con�g Connector (https://cloud.google.com/con�g-connector/docs/overview)

integration.

Resources

Anthos

Learn more (/anthos)

Anthos Security

Learn more (/anthos/security)

https://cloud.google.com/config-connector/docs/overview
https://cloud.google.com/anthos
https://cloud.google.com/anthos/security
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Take the next step

Start building on Google Cloud with $300 in free credits and 20+ always free

products.

Need help ge�ing sta�ed?

Work with a trusted pa�ner

Continue browsing

Kubernetes service

Learn
more  (https://cloud.google.com/antho

Anthos Service Mesh

Learn
more 

 (/anthos/service-
mesh)

Contact sales (https://cloud.google.com/contact/?form=anthos)

Contact sales (https://cloud.google.com/contact/)

Find a partner (https://cloud.withgoogle.com/partners/)

See all products (https://cloud.google.com/products/)

https://cloud.google.com/anthos/gke
https://cloud.google.com/anthos/service-mesh
https://cloud.google.com/contact/?form=anthos
https://cloud.google.com/contact/
https://cloud.withgoogle.com/partners/
https://cloud.google.com/products/
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