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Private Catalog. (https:/cloud.google.com/private-catalog/)

Documentation (https://cloud.google.com/private-catalog/docs/) Guides

Access control

With Private Catalog, cloud admins can make their products discoverable to their internal
enterprise users. Cloud admins can manage their products and ensure their users are always
launching the latest versions.

Prerequisites

* You must have a Google Cloud organization and access to the organization

* You must have the administrator role for your GCP organization

Note: Third-Party Software: As part of the beta, the customer agrees not to upload third-party software to

the Private Catalog, unless the customer has the appropriate third-party software licenses to do so.

What is IAM?

Google Cloud offers Cloud Identity and Access Management (https://cloud.google.com/iam/),
which lets you give more granular access to specific Google Cloud resources and prevents
unwanted access to other resources. Cloud IAM lets you adopt the security principle of least
privilege (https://en.wikipedia.org/wiki/Principle_of_least_privilege), SO you grant only the necessary
access to your resources.

Cloud IAM lets you control who (identity) has what (roles) permission to which resources by
setting IAM policies. IAM policies grant specific role(s) to a project member, giving the identity
certain permissions. For example, for a given resource, such as a project, you can assign the
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roles/compute.networkAdmin role to a Google account and that account can control network-
related resources in the project, but cannot manage other resources, like instances and disks.

Private Catalog IAM roles

With Cloud IAM, every API method in both the Private Catalog API and Private Catalog Producer
API require that the identity making the API request has the appropriate permissions to use the
resource. Permissions are granted by setting policies that grant roles to a user, group, or service
account as a member of your project. In addition to the legacy roles, owner, editor, and viewer
(https://cloud.google.com/iam/docs/understanding-roles#primitive_roles), you can assign the Private
Catalog and Private Catalog Producer roles described in this page to the members of your
project.

Note: You can grant multiple roles to a project member on the same resource. For example, you can grant
both roles/cloudprivatecatalogproducer.admin and

roles/cloudprivatecatalogproducer.manager to your cloud admin team's Google group

(https://cloud.google.com/iam/docs/overview#google_group).

The following tables list the Cloud IAM roles available to Private Catalog users. The tables are
organized into different roles.

Catalog admin role
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roles/cloudprivatecatalog.Permissionsto browse » cloudprivatecatalog.targets.get
consumer catalogs under a target

resource context.
Next steps

» Create a Private Catalog (https:/cloud.google.com/private-catalog/docs/create-catalog).

Except as otherwise noted, the content of this page is licensed under the Creative Commons Attribution 4.0 License
(https://creativecommons.org/licenses/by/4.0/), and code samples are licensed under the Apache 2.0 License
(https://www.apache.org/licenses/LICENSE-2.0). For details, see our Site Policies
(https://developers.google.com/terms/site-policies). Java is a registered trademark of Oracle and/or its affiliates.

Last updated December 4, 2079.
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