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Retrieving endorsement keys

You can retrieve the public portion of the endorsement key (EKPub) from a Shielded VM
(https://cloud.google.com/security/shielded-cloud/shielded-vm) instance, for both the encryption key
and the signing key. You can use the encryption key to encrypt data so that only the vTPM can
read it, or the signing key to verify signatures that the vTPM makes. You can also use the key
to ascertain the identity of a VM instance before sending sensitive information to it.

You must have the getShieldedInstanceIdentity permission to retrieve endorsement keys.

Retrieving endorsement keys using the gcloud command-line tool

Use the gcloud compute instances get-shielded-identity command to retrieve the public
portion of the endorsement key from a Shielded VM instance.

gcloud compute instances get-shielded-identity [INSTANCE_NAME]
The results returned look similar to the following:

encryptionKey:

MIIBIjANBgkghkiGOwBBAQEFAAOCAQ8AMIIBCgKCAQEA4ucWghL jIkcEJyqc8KJM
12345678abcdefghijklmnopqrstuvwxyz12345678abcdefghijklmnopqgrstu

oBSrm@swIu3x4LWR/Eb15KABEKe9YFGaS9Pguun1m6X8Ld2zAgmoIwnxDiOgxQEU
mx2wxk j fObbjxG5Z2I1i3t/c/QzeaE2WWT1KdgnUDyxS1oDBq63yywtoIrp1nbDL j
X8qdBymixu8jXXp1iGwmEUltnEnx779JKTpKgKTEednri+NcfRmXHrnPCxfiPudQ
4wIDAQAB

kind: compute#shieldedVmIdentity
signingKey:

MIIBIjANBgkghkiGO9wOBAQEFAAOCAQBAMIIBCgKCAQEAZQvcD+2LAnsXAgdsVYAc
12345678abcdefghijklmnopqgrstuvwxyz12345678abcdefghijklmnopqrstu

V/7WHasUuG1lkbqiDOuDWgb15FAN35PU64HGey67McZTUTOEVIrkT/ryXidkZgBtoM
1QIDAQAB

Retrieving endorsement keys using the Compute Engine API
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You can use the Compute Engine API to view endorsement key information. For more
information on how to use the API, see the How-to guides

(https://cloud.google.com/compute/docs/api/how-tos/how-tos).

GET /compute/v1/projects/[PROJECT_ID]/zones/[ZONE]/instances/[INSTANCE_NAME]/getshia

{
"signing": {
"ekCert": [PEM-formatted certificate data]
"ekPub": [PEM-formatted key]
}
"encryption”: {
"ekCert": [PEM-formatted certificate data]
"ekPub": [PEM-formatted key]
}
}

Except as otherwise noted, the content of this page is licensed under the Creative Commons Attribution 4.0 License

(https://creativecommons.org/licenses/by/4.0/), and code samples are licensed under the Apache 2.0 License
(https://www.apache.org/licenses/LICENSE-2.0). For details, see our Site Policies
(https://developers.google.com/terms/site-policies). Java is a registered trademark of Oracle and/or its affiliates.
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