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Creates an SSL certi�cate and returns it along with the private key and server certi�cate
authority. The new certi�cate will not be usable until the instance is restarted.

HTTP request

POST

https://www.googleapis.com/sql/v1beta4/projects/{project}/instances/{instance}/sslCe

rts

The URL uses gRPC Transcoding
 (https://github.com/googleapis/googleapis/blob/master/google/api/http.proto) syntax.

Path parameters

Parameters

project string

Project ID of the project that contains the instance.

instance string

Cloud SQL instance ID. This does not include the project ID.

Request body

The request body contains an instance of SslCertsInsertRequest
 (https://cloud.google.com/sql/docs/mysql/admin-api/rest/v1beta4/sslCerts/insert#SslCertsInsertRequest)

.

Response body

 (https://cloud.google.com/sql/)

 (https://cloud.google.com/sql/docs/)

 (https://cloud.google.com/sql/docs/mysql/)

Method: sslCe�s.inse�
 

https://cloud.google.com/sql/
https://cloud.google.com/sql/docs/
https://cloud.google.com/sql/docs/mysql/
https://cloud.google.com/sql/docs/mysql/apis
https://github.com/googleapis/googleapis/blob/master/google/api/http.proto
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If successful, the response body contains data with the following structure:

SslCert insert response.

Fields

kind string

This is always

sql#sslCertsInsert

.

operation object (Operation
 (https://cloud.google.com/sql/docs/mysql/admin-
api/rest/v1beta4/operations#Operation)
)

The operation to track the ssl certs insert request.

serverCaCert object (SslCert
 (https://cloud.google.com/sql/docs/mysql/admin-
api/rest/v1beta4/sslCerts#SslCert)
)

The server Certi�cate Authority's certi�cate. If this is missing you can force
a new one to be generated by calling resetSslCon�g method on instances
resource.

JSON representation

{ 
  "kind": string, 
  "operation": { 
    object (Operation (https://cloud.google.com/sql/docs/mysql/admin-api/rest/v1beta4/operations#
  }, 
  "serverCaCert": { 
    object (SslCert (https://cloud.google.com/sql/docs/mysql/admin-api/rest/v1beta4/sslCerts#SslCe
  }, 
  "clientCert": { 
    object (SslCertDetail (https://cloud.google.com/sql/docs/mysql/admin-api/rest/v1beta4/sslCert
  }
}

https://cloud.google.com/sql/docs/mysql/admin-api/rest/v1beta4/operations#Operation
https://cloud.google.com/sql/docs/mysql/admin-api/rest/v1beta4/sslCerts#SslCert
https://cloud.google.com/sql/docs/mysql/admin-api/rest/v1beta4/operations#Operation
https://cloud.google.com/sql/docs/mysql/admin-api/rest/v1beta4/sslCerts#SslCert
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Fields

clientCert object (SslCertDetail
 (https://cloud.google.com/sql/docs/mysql/admin-
api/rest/v1beta4/sslCerts/insert#SslCertDetail)
)

The new client certi�cate and private key. For First Generation instances,
the new certi�cate does not take effect until the instance is restarted.

Authorization Scopes

Requires one of the following OAuth scopes:

https://www.googleapis.com/auth/cloud-platform

https://www.googleapis.com/auth/sqlservice.admin

For more information, see the Authentication Overview
 (https://cloud.google.com/docs/authentication/).

SslCe�sInse�Request

SslCerts insert request.

JSON representation

Fields

commonName string

User supplied name. Must be a distinct name from the other certi�cates
for this instance.

{ 
  "commonName": string
}

https://cloud.google.com/docs/authentication/
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SslCe�Detail

SslCertDetail.

Fields

certInfo object (SslCert
 (https://cloud.google.com/sql/docs/mysql/admin-
api/rest/v1beta4/sslCerts#SslCert)
)

The public information about the cert.

certPrivateKey string

The private key for the client cert, in pem format. Keep private in order to
protect your security.

Except as otherwise noted, the content of this page is licensed under the Creative Commons Attribution 4.0 License
 (https://creativecommons.org/licenses/by/4.0/), and code samples are licensed under the Apache 2.0 License
 (https://www.apache.org/licenses/LICENSE-2.0). For details, see our Site Policies
 (https://developers.google.com/terms/site-policies). Java is a registered trademark of Oracle and/or its a�liates.
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JSON representation

{ 
  "certInfo": { 
    object (SslCert (https://cloud.google.com/sql/docs/mysql/admin-api/rest/v1beta4/sslCerts#SslCe
  }, 
  "certPrivateKey": string
}

https://cloud.google.com/sql/docs/mysql/admin-api/rest/v1beta4/sslCerts#SslCert
https://creativecommons.org/licenses/by/4.0/
https://www.apache.org/licenses/LICENSE-2.0
https://developers.google.com/terms/site-policies
https://cloud.google.com/sql/docs/mysql/admin-api/rest/v1beta4/sslCerts#SslCert

