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Job Search documentation (https://cloud.google.com/talent-solution/job-search/)

Documentation

Before You Begin

Overview

Before you can begin using Cloud Talent Solution (CTS), you must enable the API in the Google
Cloud Platform (GCP) Console. The steps below walk you through the following actions:
e Enable CTS on a GCP project.
1. Make sure billing is enabled for CTS.
2. Accept the Data Logging Terms & Conditions.
3. Create and/or assign one or more service accounts to Cloud Talent Solution.
4. Download a service account credential key.

e Set your authentication environment variable.

GCP Console set-up

1. Go to the GCP Console (http:/console.cloud.google.com). Navigate to the drop-down menu
at the top of the page and choose the GCP project that you'd like to associate with Cloud
Talent Solution. If you have previously created one or more projects, they will appearin a
list in the pop-up menu. You can either choose a pre-existing project (a check mark will
appear next to the project you select) or create a new project by clicking NEW PROJECT.
For more details on creating a GCP project, please see the documentation

(https://cloud.google.com/resource-manager/docs/creating-managing-projects).
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2. If you create a new project, you will be prompted to link a billing account to this project. If
you are using a pre-existing project, make sure that you have billing enabled. You can
access the project's billing information at any time by going to the main navigation menu
(the hamburger icon in the upper left corner) and clicking the Billing option:

Google Cloud Platform &= Test Project =

Marketplace

& Billing

API  APIs & Services >
L]

T Support >
© 1AM & admin >

‘® Getting started

* Note: You must enable billing to use Cloud Talent Solution, however you will not be charged unless you

exceed the free quota of 1-10,000 API calls per month. See the pricing
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(https://cloud.google.com/talent-solution/pricing) page for more details.

3. Once you have selected a GCP project and linked it to a billing account, you can enable
the Cloud Talent Solution API. Go to the main navigation menu and scroll down to the
Artificial Intelligence section. Click on Talent Solution and choose Overview from the
menu that pops up:

Google Cloud Platform 2 Test Project +

ﬁ Home

":‘F Dataprep

ARTIFICIAL INTELLIGENCE

%2 Data Labeling >
€2 AlPlatform >

[E Natural Language Overview

Client event livestream

50 Recommendations Al
Client event search

Tables > Job export

Service accounts connections

i
(')\i Talent Solution

4. If you would first like to try the API without linking it to your project, you can choose the
TRY THIS API option. See the Job Search API Explorer
(https:/cloud.google.com/talent-solution/job-search/docs/quickstart-api-explorer) documentation
for more information on using this feature. To enable the Cloud Talent Solution API for
use with your GCP project, click ENABLE:

https://cloud.google.com/talent-solution/job-search/docs/before-you-begin 3/10


https://cloud.google.com/talent-solution/pricing
https://cloud.google.com/talent-solution/job-search/docs/quickstart-api-explorer

1/23/2020

Before You Begin | Job Search documentation | Google Cloud

Google Cloud Platform &+ Test Project v

Type
APls & services

Last updated
8/22/18, 2:26 PM

Service name
jobs.googleapis.com

Cloud Talent Solution API
Google

Cloud Talent Solution provides the capability to create, read, update,
and delete job postings, as...

m TRY THIS API [

Overview

Cloud Talent Solution provides the capability to create, read, update, and delete job postings, as well as search
jobs based on keywords and filters

About Google
Google's mission is to organize the world's information and make it universally accessible and useful. Through

products and platforms like Search, Maps, Gmail, Android, Google Play, Chrome and YouTube, Google plays a
meaningful role in the daily lives of billions of people.

5. The data logging page appears. You must accept the terms & conditions to have full

access to CTS features. If you choose not to accept these terms, you'll only be able to use
deletion API requests. Click ENABLE:

Google Cloud Platform

% Test Project

O:‘ Talent Solution

Ijl  overview

Client event livestream
=1 Client event search

& Jobexport

| Service accounts connections

Data logging required for Cloud Talent Solution

Customers must enable data logging to get access to improved models (special pricing and terms may apply), and it is a required
setting in order to create, update, and query (a) job and client events in the Jobs Search service and (b) profile and client events in the
Profile Search service. By enabling data logging, Customers instruct Google to process the data you send to Cloud Talent Solution to
improve the products as described in the data logging agreement. Learn more about data logging.

By enabling data logging below, | agree to the terms and conditions of the data logging agreement (which amends the agreement

governing Customer’s use of Google Cloud Platform services). | represent and warrant that | have authority to bind the Customer to
this data logging agreement.

Please note that this setting affects all data sent to Cloud Talent Solution for this project from this point onwards and does not
impact prior logged data.

Status

@ Data logging is disabled for this project for Cloud Talent Solution

ENABLE CONTINUE

6. You are now prompted to link one or more service accounts to the CTS API. If you are
using a project that already has service accounts associated with it, they will appearin a
list on this page. Click CONNECT next to the account(s) that you want to link to the CTS
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API. Once you have done this, you can skip ahead to step 8 to make sure that you've
downloaded a JSON or P12 credential for that account.

= Google Cloud Platform = Test Project «

c')i Talent Solution
1 Overview Connect service accounts

Connect service accounts to set up projects and apply roles. At least one service account needs to be connected to your project. Learn more
= Client event livestream

_ DONE a MANAGE SERVICE ACCOUNTS ©2] MANAGE ROLES
= Client event search -

in Job export

= Filter table (7]
Name Service account 1D Key ID Options
TestAccount testaccount@test-project-249321 jam.gserviceaccount.com 6a122f78062d486e5c437b979caabffa5860a7dd CONNECT

If your project does not yet have any service accounts, you are prompted to create one.
Type a name of your choosing into the Service account name box. Your input is
automatically populated in the Service account ID box. The Service account description
box is optional but recommended if you plan on associating multiple service accounts
with your project. Enter a brief description of the service account into this box, then click
CREATE.

e Service accounts connections

Google Cloud Platform &= TestProject +

8 IAM & admin Create service account

2 1AM o Service account details — o Grant this service account access to project (optional) —

©  Identity & Organization @) Grant users access to this service account (optional)

Ijl  Essential Contacts

&, Troubleshooter Service account details
Service account name
Organization policies TestAccount
Display name for this service account
[w] Quotas play
Service account 1D
°8  Service accounts testaccount (@test-project-249321.iam.gserviceaccountcom X C
@  Labels
Service account description
£ Settings
Describe what this service account will do
@  Privacy & Security
Cryptographic keys
© st b M CREATE CANCEL
<l

7. The next page allows you to assign a role to your new service account. See the CTS |JAM

permissions (https:/cloud.google.com/talent-solution/docs/iam) page for full details on the
available roles and the permissions allowed to each. Click on the drop-down Select a role
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menu and scroll down to Cloud Talent Solution. You can choose a role for this service
account from the options in the right-hand column:

= Google Cloud Platform & Typeto iter

2

e

O 1AM &admin c
Cloud SQL
1AM J Cloud Talent Solution
Cloud Tasks
Identity & Organization .‘
Cloud Threat Detecti...
Essential Contacts Cloud TPU
Troubleshooter S cloud Trace

11

@ & # €

Gl
s}

Quotas L

Service accounts

Organization policies

Labels

Settings

CONTINUE

Privacy & Security

Cryptographic keys

Cloud Translation

Codelah API Kevs

MANAGE ROLES

<+ ADD ANOTHER ROLE

CANCEL

unt access to project (optional) —

Admin

Job Editor
Job Viewer
Profile Editor

Profile Viewer

ion to complete

8. The next page gives you the option to complete several tasks. These are not required but
highly recommended. You can grant individual users access to the service account you
just created by entering their email addresses. You can also create a private key for the

service account. You must use a private key during the authentication process

(https://cloud.google.com/talent-solution/job-search/docs/before-you-
begin#set_up_your_environment_variables)

when you use the API. If you choose not take these actions now, you can generate a key
and add/change individual user information at any time by accessing the service account
through the IAM option in the main navigation menu.

Click CREATE KEY:
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&* Test Project v

O AM&admin

2 AM

©  Identity & Organization

Ijl  Essential Contacts

%,  Troubleshooter
Organization policies

[w] Quotas

e  Service accounts
Labels

%

o Settings
@  Privacy & Security
@

Cryptographic keys

Choose your preferred format from the pop-up menu and click CREATE:

Create service account

Grant users access to this service account (optional)

Grant access to users or groups that need to perform actions as this service account.
Learn more

Service account users role (7]

Grant users the permissions to deploy jobs and VMs with this service account

Service account admins role (7]

Grant users the permission to administer this service account

Create key (optional)

Download a file that contains the private key. Store the file securely because this key
can't be recovered if lost. However, if you are unsure why you need a key, skip this step
for now.

+ CREATE KEY

Create key (optional)

for now.

Key type

@® JsoN

Recommended

O P12

CREATE CANCEL

For backward compatibility with code using the P12 format

Permissions

‘ Show inherited permis

= Filtertree

Role / Member 4

b Owner (1)

Download a file that contains the private key. Store the file securely because this key
can't be recovered if lost. However, if you are unsure why you need a key, skip this step

A new JSON or P12 credential file is automatically downloaded. Store this file in a specific
location and make a note of the file path. You will need to point the
GOOGLE_APPLICATION_CREDENTIALS environment variable to this file when you go
through the authentication process

(https://cloud.google.com/talent-solution/job-search/docs/before-you-
begin#set_up_your_environment_variables)

. This is an essential step for authenticating requests to Cloud Talent Solution.
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Once your credential file has downloaded, click DONE:

Google Cloud Platform % Test Project +

o-]

oD s =

©

I&

@ @ % €

IAM & admin Create service account

1AM Permissions
Service account admins role (2]

Identity & Organization Grant users the permission to administer this service account

‘ Show inherited pi

Essential Contacts

- Create key (optional) .
Download a file that contains the private key. Store the file securely because this key -
Organization policies can't be recovered if lost. However, if you are unsure why you need a key, skip this step Role / Member 4
for now.
IS b Owner (1)
Keys
Service accounts
Key 1D
Labels 6a122f78062d486e5c437b979caabff85860a7dd —
[ ]
Settings
+ CREATE KEY
Privacy & Security
Cryptographic keys

DONE CANCEL

9. Your service account now appears on the Connect service accounts page. Click
CONNECT to link it to the CTS API:

Google Cloud Platform e Test Project w

Talent Solution

T Connect service accounts

Connect service accounts to set up projects and apply roles. At least one service account needs to be connected to your project. Leam more
Client event livestream

. DONE LR MANAGE SERVICE ACCOUNTS  ©Z] MANAGE ROLES
Client event search -

Job export _

= Filter table @

Name Service account 1D Key ID Options
TestAccount testaccount@test-project-249321 jam gserviceaccount.com 6a122f78062d486e5c437b979caabffa5860a7dd CONNECT

Service accounts connections

10. The account is now connected, and you're now ready to begin integrating Cloud Talent
Solution into your system:
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= Google Cloud Platform  3e - Q
C'{i Talent Solution Overview
!i! Overview
DASHBOARD DATA LOGGING
= Behavioral data livestream
=1 Behavioral data search Welcome to Talent Solution
il Job export
View and search your job search behavioral data and export jobs from the sidebar.

°d  Service accounts connectio...

Internal dashboard coming soon

VIEW API DASHBOARD

Set your authentication environment variable

Provide authentication credentials to your application code by setting the environment variable
GOOGLE_APPLICATION_CREDENTIALS. Replace [PATH] with the file path of the JSON file that
contains your service account key, and [FILE_NAME] with the filename. This variable only
applies to your current shell session, so if you open a new session, set the variable again.

LINUX OR MACOS WINDOWS

export GOOGLE_APPLICATION_CREDENTIALS="[PATH]"

For example:

export GOOGLE_APPLICATION_CREDENTIALS="/home/user/Downloads/[FILE_NAME].json"

For more information, see the GCP authentication documentation
(https://cloud.google.com/docs/authentication/production).
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What's next

Install a client library (https://cloud.google.com/talent-solution/job-search/docs/libraries) or see the
create jobs and companies quickstart

(https:/cloud.google.com/talent-solution/job-search/docs/quickstart-jobs-and-companies) to begin
making API calls.

Except as otherwise noted, the content of this page is licensed under the Creative Commons Attribution 4.0 License
(https://creativecommons.org/licenses/by/4.0/), and code samples are licensed under the Apache 2.0 License
(https://www.apache.org/licenses/LICENSE-2.0). For details, see our Site Policies
(https://developers.google.com/terms/site-policies). Java is a registered trademark of Oracle and/or its affiliates.

Last updated October 2, 2079.
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